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Check your monitoring tools

Check for errors in all logs

Update with critical security patches

Take backups

Check if backups are working

Update the server and packages

Check RAM, CPU, and Network usage

Check if all shell scripts and cron

jobs are working correctly

Check if the monitoring tools are

working correctly

Check if load balancers are working

correctly

Change passwords for all users

Renew SSL certificates

Review the server’s security

Run a malware scan

Reboot and check if everything

works correctly after
Review firewall rules

Review disk usage

Remove old unneeded logs

Remove old software and old kernels

Check the storage device’s health

Review the users list and remove

unneeded users

Review the permissions
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